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INTRODUCTION 
What does the term extraterritoriality 

cover? It refers to the application of a 

law outside the borders of the legislat-

ing country or to the extended compe-

tence of said country’s jurisdiction. 

Originally, extraterritoriality emerged 

in international law to exempt certain 

diplomatic (moral or physical) persons 

operating in a foreign country from 

the jurisdiction of the host country. 

The persons instead stay accountable 

to the law of their native country.  

The term has since evolved and covers 

a broader scope (ex: criminal law, civil 

law, surveillance, etc.). Its develop-

ment has also lead to the emergence 

of various issues such as overlapping 

and/or conflicting laws or uncertainty 

as to obligations and liabilities.  

This White paper focuses on the issues 

extraterritoriality raises regarding the 

protection of personal data and trans-

fers of such data. The international 

dimension of the protection of person-

al data raises certain questions in par-

ticular with regard to the sovereignty 

and compatibility of the various world-

wide legislations. These questions are 

essential considering the trade flows 

and globalization movement of data 

and more particularly pertaining to the 

transfer of personal data. It must be 

underlined that the conception and 

approach to the protection of personal 

data greatly varies from one country 

to another.  

A clear dichotomy can be drawn be-

tween the United States and the Euro-

pean Union. The former uses a sec-

toral approach that relies on a mix of 

legislations, regulations, and self-

regulations whereas the European Un-

ion has set up a common framework 

through Directives and Regulations. 

There are very few federal laws regu-

lating the protection of personal data 

in the United States which leads to a 

patchwork of legislations and a lack of 

visibility and transparency.  

Furthermore, as will be further devel-

oped through this White paper, the 

United States has a very broad ap-

proach and holds an element of extra-

territoriality which directly impacts the 

regulations on the protection of per-

sonal data. Indeed, the notion of terri-

torial jurisdiction is broadly interpret-

ed which in turn implies that American 

regulations may apply in other coun-

tries. Nonetheless, European Union 

law also holds an element of extrater-

ritoriality in the sense that the GDPR 

seems to edge towards the American 

conception considering its broad terri-

torial and material scope. It must be 

underlined that the GDPR may apply 

to entities established in the United 

States. What happens when laws over-

lap? Can they interact in an effective 

way or must one trump the other? 

This can lead to the issues discussed 

above.  
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Another point to keep in mind is the 

duality of cultures between the United 

States and the European Union. The 

coming into effect of the General Data 

Protection Regulation (regulation n°

2016/679), also called the GDPR, high-

lights the duality between the United 

States and the EU. For example, medi-

cal information or social security num-

bers are considered as personal data 

in the United States whereas, in the 

EU, such data would be considered as 

sensitive and benefit from a reinforced 

protection. In addition, the latter holds 

28 Members States and implies an in-

herent transfer of sovereignty to the 

European Union. Although the same 

could be argued regarding the Federal 

and States’ governments in the United 

States, the situation differs. Indeed, in 

the European Union, and in many oth-

er countries, this implied transfer of 

sovereignty means that their national 

laws may be constrained by interna-

tional commitments and thus subject 

to international negotiations. Tradi-

tionally, the United States has been 

very reluctant to accept legally binding 

international commitments and has 

adopted a strong external legal policy. 

The country feels in some ways enti-

tled to intervene abroad and impose 

its rules. For example, if we consider 

the GDPR, its aims at harmonising the 

laws and rules applicable to the pro-

tection of personal data. It seeks to 

strengthen protection of data subjects 

within its borders. On the other hand, 

the United States has a patchwork of 

legislations which often holds an in-

tent to collect the most data possible 

at the extent of the protection of data 

subjects. There have also been quite a 

few tensions between the European 

Union and the United States regarding 

the protection of personal data. They 

will be further developed in this White 

paper.  

Mathias Avocats has analysed the mo-

mentous pieces of legislation on the 

protection of personal data on both 

sides of the Atlantic illustrating the ex-

traterritoriality. The firm has also 

drafted practical sheets on the subject.  

We hope you enjoy the reading and 

that this article will be useful for your 

projects.  

 

Garance Mathias 

Avocat à la Cour 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
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Sheet 1 - The Cloud Act  

What is it?  

The Clarifying Lawful Overseas Us of 

Data Act, also called the Cloud Act, was 

passed in 2018 in the United States as 

part of the Consolidated Appropriation 

Act (2018) which is the omnibus 

spending bill necessary to avoid gov-

ernment shut-down. The Act states 

that it namely aims at improving “law 

enforcement access to data stored 

across borders”. To achieve this goal, 

the Cloud Act modifies and brings up 

to date the Stored Communication Act 

(SCA).  

In addition to modernizing the SCA, 

the Cloud Act was implemented in re-

sponse to the Microsoft v. United 

States case (2013). The question raised 

in the latter was whether the United 

States Government could access data 

stored abroad. The Cloud Act settles 

the issue: the Government has the 

power to access data stored outside of 

the United States. The case was con-

sidered as moot by the United States 

Supreme Court and therefore vacated. 

Indeed, the Government obtained a 

new warrant under Section 2703 of 

the Cloud and the parties agreed that 

the new warrant had replaced the 

original one.  

 

What’s its purpose? 

Following the Microsoft case, the 

Cloud Act aims at setting up a compre-

hensive framework for data exchanges 

between the United States and other 

foreign governments as well as ex-

panding the United States Govern-

ment’s reach to data stored abroad. 

For these reasons, it has implemented 

two significant changes: executive 

agreements and a broader disclosure 

requirement for providers of electron-

ic communication services or remote 

computing services.  

It must be stressed that the Cloud Act 

can apply to providers of electronic 

communication services or remote 

computing services which are not 

based in the United States or do not 

operate in the United States. It further-

more applies to United States and non

-United States persons. Indeed, when 

the Government requests disclosure 

of personal data by providers of elec-

tronic communication services or re-

mote computing services, the Act does 

not specify that the request must con-

cern a United States person. It is rea-

sonable to assume that non-United 

States persons are also concerned. It 

thus has an immense extra-territorial 

scope.  

 

What are the key points? 

As previously stated the Cloud Act 

amends the SCA. Both Acts apply to 

providers of electronic communication 

services or remote computing ser-

vices. They thus apply to any company 

or individual providing electronic ser-

vices including computer storage, 

transfer of signs, signals, writing and 

so forth transmitted in whole or in 

https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://edition.cnn.com/2018/03/21/politics/omnibus-bill/index.html)
https://edition.cnn.com/2018/03/21/politics/omnibus-bill/index.html)
https://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
https://www.avocats-mathias.com/contentieux/sca-us-ussc
https://www.avocats-mathias.com/contentieux/sca-us-ussc
https://www.supremecourt.gov/opinions/17pdf/17-2_1824.pdf
https://www.law.cornell.edu/uscode/text/18/2510
https://www.law.cornell.edu/uscode/text/18/2510
https://www.law.cornell.edu/uscode/text/18/2711
https://www.law.cornell.edu/uscode/text/18/2711
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part by electronic means (ex: Google, 

Snapchat, Facebook). This implies that 

all non-electronic services or compu-

ting activities are outside their scope 

(ex: oral communications). 

The SCA imposes a general obligation 

of non-disclosure on service providers. 

Nonetheless, under Section 2703 of 

Chapter 18 of the United States Code 

(18 U.S. Code) providers of electronic 

communication services are required 

to disclose the contents of a wire or 

electronic communication to govern-

mental entities upon their request. 

The Cloud Act expands this exception 

with the new Section 2713 which 

states that providers of electronic 

communication services or remote 

computing services must comply with 

their obligations, namely to disclose 

the information pertaining to a cus-

tomer, whether the information “is lo-

cated within or outside the United 

States”. Therefore, the Government 

will be able to access data stored or 

collected outside of the United States.  

It must however be underlined that 

providers of electronic communication 

services or remote computing services 

may challenge the Government’s re-

quest for disclosure by filing a motion 

to modify or quash the legal process 

(§2703, h) of the Cloud Act). This action 

is limited to customers or subscribers 

which are non-United States persons 

and do not reside in the United States. 

The providers have a restricted reme-

dy. 

Executive agreements (2523 of the 

Cloud Act) are the other crucial change 

brought by the Cloud Act.  Under this 

section, the President of the United 

States may enter into an executive 

agreement with a qualifying foreign 

government. The agreement would 

allow providers of electronic commu-

nication services or remote computing 

services to disclose their customers’ 

data to the foreign government. Under 

the SCA, the providers were generally 

prohibited from complying with a re-

quest from foreign governments.  

In sum, executive agreements enable 

foreign governments to directly re-

quest data of a non-United States per-

son if they can comply with the nu-

merous requirements under Sections 

2703 of the Cloud Act and  2523 of the 

Cloud Act. It must be underlined that 

the foreign government’s request 

must only be for “the purpose of ob-

taining information relating to the pre-

vention, detection, investigation, or 

prosecution of serious crime, including 

terrorism” and not intentionally target 

a United States person. For requests 

concerning United States persons 

however, the foreign government will 

have to use the Mutual Legal Assis-

tance Treaty (MLAT) process or obtain 

assistance in a criminal investigation 

or prosecution (28 U.S. Code §1782 

and 18 U.S. Code §3512).  

It would appear that the requirements 

for executive agreements and to be 

considered as a “qualifying foreign 

government” greatly impede on the 

https://www.law.cornell.edu/uscode/text/18/2703
https://www.law.cornell.edu/uscode/text/18/2703
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.avocats-mathias.com/actualites/executive-agreements-cloud-act
https://www.avocats-mathias.com/actualites/executive-agreements-cloud-act
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.state.gov/documents/organization/180815.pdf
https://www.state.gov/documents/organization/180815.pdf
https://www.law.cornell.edu/uscode/text/28/1782
https://www.law.cornell.edu/uscode/text/18/3512
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foreign government’s power. Unless 

certain conditions are met, executive 

agreements are off the table. Further-

more, the Government of the United 

States is merely required to make a 

disclosure request for data stored 

abroad and the latter does not neces-

sarily have to concern a United States 

person. These rigorous conditions cre-

ate a clear unbalance of power be-

tween the United States and other 

countries.    

 

What are the drawbacks?  

The main issue arising from the imple-

mentation of the Cloud Act is its com-

patibility with the European Union’s 

General Data Protection Regulation or 

GDPR (regulation n°2016/679).  

A first point of contention seems to 

arise from the disclosure obligation of 

the providers of electronic communi-

cation services or remote computing 

services, on request of the United 

States Government,  regarding any 

record or information pertaining to a 

customer or subscriber whether the 

record or information is located in the 

United States or abroad (§2713 of the 

Cloud Act). The Cloud Act offers no 

remedy for European data subjects 

and the latter won’t be informed of the 

communication and access to their 

data. This is in complete opposition 

with the GDPR.   

The other point of contention arises 

from data transfers, either through 

executive agreements or the disclo-

sure request described above. It is un-

clear whether either one of the dispo-

sitions provides sufficient protection 

and guarantees under Articles 44 to 50 

of the GDPR.  

More specifically Article 48 of the 

GDPR states that “any judgment of a 

court or tribunal and any decision of 

an administrative authority of a third 

country requiring a controller or pro-

cessor to transfer or disclose personal 

data may only be recognised or en-

forceable in any manner if based on 

an international agreement, such as a 

mutual legal assistance treaty, in force 

between the requesting third country 

and the Union or a Member State”. 

The Cloud Act does not seem to fit this 

definition. It is not an international 

agreement and there was no consulta-

tion with the European Union (EU) be-

forehand.  

So, what does this imply for the inter-

action between the GDPR and the 

Cloud Act? Which law will providers 

comply with? Practitioners have not 

reached a consensus on whether both 

pieces of legislation are compatible. It 

is still unclear how they will interact in 

practice. 

These questions are all the more im-

portant in practice considering the 

economic and political value of data. 

Governments want to keep an eye on 

what is happening in the digital world. 

Considering the GAFA (Google, Apple, 

Facebook and Amazon)’s power, it can 

be assumed that United States based 

companies hold most of the data 

worldwide. This creates a certain un-

balance in powers between the United 

States and other governments such as 

the EU. How do the Cloud Act and 

GDPR influence this balance? Some 

Member States of the EU are already 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://www.congress.gov/bill/115th-congress/house-bill/4943/text)
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
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worried such as France. A French dep-

uty sent a written question to the 

French Prime Minister regarding the 

consequences the Cloud Act on the 

French people’s privacy and the reme-

dial measures which will be taken on a 

national and European level for per-

sonal data and privacy protection. The 

question has not yet been answered.  

http://www2.assemblee-nationale.fr/static/15/questions/jo/jo_anq_201824.pdf
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Sheet 2 - The General Data 
Protection Regulation  

What is it?  

Regulation n°2016/679 on the protec-

tion of natural persons with regard to 

the processing of personal data and 

on the free movement of such data, 

called the GDPR, came into force on 

May 25th, 2018. 

It repealed Directive 95/46/EC on the 

protection of individuals with regard to 

the processing of personal data and 

on the free movement of such data. 

The Directive was in need for moderni-

zation. It was adopted in 1995, when 

the Internet was just in its infancy. The 

GDPR incorporates the recent techno-

logical evolutions. Furthermore, the 

Directive led to a fragmentation in the 

implementation of data protection 

across the EU. The GDPR aims at ho-

mogenizing the level of protection. 

The coming into force of the GDPR cre-

ated its own international commotion 

similarly to the Cloud Act. It significant-

ly changed the legal landscape of per-

sonal data protection in the EU as ex-

plained in this White paper. 

 

What’s its purpose? 

As explained above, the GDPR aims at 

harmonizing the current legal frame-

work and increasing legal certainty. 

Recital 2 of the GDPR states that the 

Regulation “is intended to contribute 

to the accomplishment of an area of 

freedom, security and justice and of an 

economic union, to economic and so-

cial progress, to the strengthening and 

the convergence of the economies 

within the internal market, and to the 

well-being of natural persons”. 

 

What are the key points? 

The scope of the GDPR is a corner-

stone of the Regulation’s strength. In-

deed, it broadly applies to all types of 

processing activities (Article 2 of the 

GDPR). More importantly however, un-

der Article 3 of the GDPR, it has a sig-

nificant extraterritorial scope seeing as 

it applies to:  

▪ Data controllers or processors 
established in the EU regard-
less of whether the processing 
takes place in the EU; and  

▪ Data controllers or processors 
not established in the EU when 
their processing activities con-
cern the personal data of data 
subjects who are in the EU and 
the processing activity is relat-
ed to the offering of goods or 
services, irrespective of wheth-
er a payment of the data sub-
ject is required, to such data 
subjects in the Union or  
the monitoring of their behav-
iour as far as their behaviour 
takes place within the Union. 

This broad scope can be compared to 

that of the Cloud Act or generally to 

the extraterritoriality of United States 

legislation seeing as the GDPR applies 

well beyond the borders of the EU.  

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31995L0046&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
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Despite the numerous changes 

brought by the GDPR, the latter takes 

up the core principles set out in the 

Directive 95/46/EC. The principles are 

set out in Article 5 of the GDPR and 

are as follows: (i) lawfulness, fairness 

and transparency; (ii) purpose limita-

tion; (iii) data minimization and accura-

cy; (iv) storage limitation and (v) integ-

rity and confidentiality. These princi-

ples are minimum requirements for 

any personal data processing activi-

ties.  

Another prominent issue are trans-

fers. Articles 44 to 50 of the GDPR lay 

out the requirements for the latter. As 

a general rule, transfers of personal 

data will be allowed if the conditions 

defined in the GDPR are respected by 

the controller or processor. In other 

words, if a transfer does not fall within 

one of the categories of the GDPR, it 

will be considered as a violation of the 

applicable legislation.  

 

What are the drawbacks?  

The GDPR aims at harmonizing the 

framework for personal data protec-

tion in the EU as well as providing a 

unified level of protection. Companies 

and public bodies will henceforth be 

subject to the same obligations where-

as individuals will benefit from an 

equivalent protection in all Member 

States. A harmonized legal framework 

allows for an easier flow of business 

and keeps international business part-

ners in check. To some extent, it has 

succeeded. It should nonetheless be 

kept in mind that Member States have 

some leeway and that cooperation 

amongst them will be necessary to 

achieve a unified framework.  

Transfers are one of the main bones 

of contention between the Cloud Act 

and the GDPR. The former does not 

seem to fall in any of the categories 

stated above. It does not appear to 

provide appropriate safeguards seeing 

as European data subjects will not be 

informed of the communication and 

access to their data and have no reme-

dy against the United States Govern-

ment’s decision. The Cloud Act has al-

so not been recognized as providing 

an adequate level of protection for an 

adequacy decision. However, Article 

49 of the GDPR  may offer a possibility: 

could executive agreements be consid-

ered as “necessary for important rea-

sons of public interest” and thus fall 

under the exceptions of Article 49 of 

the GDPR?  

Furthermore, the Regulation’s extra-

territorial scope leads to similar ques-

tions concerning the extraterritorial 

scope of United States legislation. 

What law will apply in the event of a 

conflict? How will the GDPR and the 

Cloud Act interact? Which law must 

providers comply with? 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
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Sheet 3 - The Privacy Shield 

What is it?  

The Privacy Shield is a self-certification 

mechanism for companies established 

in the United States. It has been recog-

nised by the European Commission as 

providing an adequate level of protec-

tion for personal data transferred by a 

European entity to companies estab-

lished in the United States. It is a 

framework for personal data transfers 

of European data subjects to organisa-

tions in the United States for commer-

cial purposes.  

 

What’s its purpose? 

The first adequacy decision between 

the EU and the United States, adopted 

the 26th of July 2000, for transfers from 

the former to the latter was the Safe-

Harbor Framework. Entities based in 

the United States could voluntary com-

ply with the Safe-Harbor Framework’s 

requirement to become eligible for 

transfers from the EU. It was however 

invalidated a few years later by the 

Court of Justice of the EU in the case 

Maximillian Schrems v. Data Protec-

tion Commissioner (C-362/14, 6th of 

October 2015). Following this decision, 

data transfers to the United States 

were no longer considered as trans-

fers to a country offering "adequate 

personal data protection". 

The situation was quickly resolved 

with the adoption of the Privacy Shield 

by the EU and the United States on 

July 12th, 2016. It became operational 

as of August 1st, 2016. 

 

What are the key points? 

For organisations to comply with the 

Privacy Shield, they must comply with 

the Principles (ex:  the notice principle 

which requires organisations to pro-

vide certain information to data sub-

jects, the security principle under 

which organisations must take reason-

able and appropriate security 

measures considering the risks in-

volved with the processing, data mini-

misation, etc.). These requirements 

ensure a similar level of protection for 

the personal data of European data 

subjects on both sides of the Atlantic.  

It must be underlined that the Princi-

pals are similar to those of the Safe 

Harbor. Nonetheless, the Privacy 

Shield expands the compliance obliga-

tions and liability. For example, com-

panies must provide “clear and con-

spicuous” privacy policies that contain 

at least 13 enumerated items of infor-

mation about the company, its data 

processing, and the consumer’s rights 

under the Privacy Shield. Data sub-

jects’ rights are also enhanced. They 

now have several remedies and can 

lodge an Alternative Dispute Resolu-

tion body, a National Data Protection 

Authority, the Department of Com-

merce, the Federal Trade Commission 

or a Privacy Shield Arbitral Panel.  

In the United States, the Principles 

were issued by the Department of 

https://web.archive.org/web/20141226053011/http:/www.export.gov/safeharbor/
https://web.archive.org/web/20141226053011/http:/www.export.gov/safeharbor/
http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=293038#Footnote*
http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=293038#Footnote*
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG&toc=OJ%3AL%3A2016%3A207%3AFULL
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Commerce under its statutory authori-

ty to “foster, promote, and develop 

international commerce” (15 U.S.Code 

§ 1512). The Federal Trade Commis-

sion and the Department of Transpor-

tation have also made representa-

tions.   

An entity based in the United States 

must self-certify on the Department of 

Commerce’s website and publicly com-

mit to comply with the Privacy Shield’s 

requirements. While joining the latter 

is voluntary, once an eligible organisa-

tion makes the public commitment to 

comply with the Privacy Shield’s re-

quirements, the commitment will be-

come enforceable under United States 

law. 

In order to help professionals, the Eu-

ropean Commission published a 

Guide to the EU-U.S. Privacy Shield. It 

outlines the Principles or require-

ments which companies based in the 

United States must comply with to be 

considered as “Privacy Shield compa-

nies”. They must renew their 

“membership” to the Privacy Shield on 

an annual basis. If they do not, they 

can no longer receive and use person-

al data from the EU under that frame-

work. It must be underlined that com-

panies which no longer comply with 

the Framework must return or delete 

the data they have.  

 

What are the drawbacks?  

The main drawback recently appeared 

when the European Parliament pub-

lished a press release calling into 

question the Privacy Shield. It resulted 

from the Civil Liberties Committee‘s 

call on the Commission to suspend the 

Privacy Shield on the grounds that it 

fails to provide enough data protec-

tion for European Union citizens. It 

namely invoked the Cloud Act and the 

Facebook-Cambridge Analytica scan-

dal.  

The Privacy Shield may be suspended 

unless companies based in the United 

States comply with it by September 

1st, 2018. The full House is expected 

to vote on the resolution in July. If the 

Privacy Shield were to fall, companies 

would once again have to turn to Bind-

ing Corporate Rules or standard data 

protection clauses. This would be a 

significant issue considering the im-

portant flow of commerce between 

the European Union and the United 

States.  

In the event that the Privacy Shield is 

maintained, another question arises 

regarding its compatibility with the 

Cloud Act. The mechanism provided 

for in the Privacy Shield only covers 

personal data transfers to companies 

based in the United States which have 

self-certified as fully adhering to the 

principles contained in this agree-

ment, not government entities.  

Furthermore, it may be argued that 

the Privacy Shield does not address 

the mass surveillance system of Unit-

ed States security agencies. How can 

European data subjects enforce their 

rights? Could amendments be made? 

https://www.law.cornell.edu/uscode/text/15/1512
https://www.law.cornell.edu/uscode/text/15/1512
https://www.privacyshield.gov/welcome
https://www.privacyshield.gov/welcome
https://ec.europa.eu/info/sites/info/files/2016-08-01-ps-citizens-guide_en.pd_.pdf
http://www.europarl.europa.eu/news/fr/press-room/20180611IPR05527/les-etats-unis-doivent-se-conformer-au-privacy-shield-d-ici-le-1er-septembre
http://www.europarl.europa.eu/committees/fr/libe/home.html
https://www.avocats-mathias.com/cyberespace/cloud-act
https://www.avocats-mathias.com/vie-privee-droit-a-limage/facebook-social-media-privacy
https://www.avocats-mathias.com/vie-privee-droit-a-limage/facebook-social-media-privacy
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‘The Privacy Shield may be sus-
pended unless companies based 

in the United States comply with it 
by September 1st, 2018.’ 
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Sheet 4 - The Foreign Intelligence 
Surveillance Act  

What is it?  

The Foreign Intelligence Surveillance 

Act (FISA Act) was adopted in 1978. It 

was a direct consequence of the 1972 

case United States v. United States 

District Court (407 U.S. 297). The Gov-

ernment had placed wiretaps on the 

defendants - who were planning to 

bomb a Central Intelligence Agency 

office - without obtaining a warrant 

and argued that they were nonethe-

less lawful as a reasonable exercise of 

presidential power to protect national 

security.  

The United States Supreme Court did 

not agree on the grounds of the 4th 

Amendment prohibiting unlawful 

searched and seizures. It however rec-

ognized that a different standard than 

a warrant may be required for domes-

tic intelligence surveillance: “Given 

these potential distinctions between 

[Wiretap statute] criminal surveillances 

and those involving the domestic secu-

rity, Congress may wish to consider 

protective standards for the latter 

which differ from those already pre-

scribed for specified crimes [under the 

Wiretap statute]. Different standards 

may be compatible with the Fourth 

Amendment if they are reasonable 

both in relation to the legitimate need 

of Government for intelligence infor-

mation and the protected rights of our 

citizens”. 

 

 

What’s its purpose? 

The FISA Act creates a sperate legal 

regime for foreign intelligence surveil-

lance by United States agencies. Both 

electronic surveillance and physical 

searches of foreign powers and agents 

are covered. It must be underlined 

that the Act was recently amended in 

January 2018 and namely extended 

Section 702 for the following six years. 

The Act also sets up a Foreign Intelli-

gence Surveillance Court (FISC) which 

entertains applications made by the 

United States Government for approv-

al of electronic surveillance, physical 

searches, and certain other forms of 

investigative actions for foreign intelli-

gence purposes. 

 

What are the key points? 

Section 702, which is codified under 50 

U.S. Code § 1881a relating to the pro-

cedures for targeting certain persons 

outside the United States other than 

United States persons, is at the heart 

of the FISA Act.  

Under 50 U.S. Code § 1881a (a) the 

“Attorney General and the Director of 

National Intelligence may authorize 

jointly, for a period of up to 1 year 

from the effective date of the authori-

zation, the targeting of persons rea-

sonably believed to be located outside 

the United States to acquire foreign 

intelligence information”. The follow-

ing paragraph (50 U.S. Code § 1881a 

(b)) restricts the above-mentioned rule 

https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://supreme.justia.com/cases/federal/us/407/297/case.html
https://supreme.justia.com/cases/federal/us/407/297/case.html
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://www.law.cornell.edu/uscode/text/50/1881a
https://www.law.cornell.edu/uscode/text/50/1881a
https://www.law.cornell.edu/uscode/text/50/1881a
https://www.law.cornell.edu/uscode/text/50/1881a
https://www.law.cornell.edu/uscode/text/50/1881a
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to non-United States persons. For ex-

ample, it holds that “an acquisition au-

thorized under subsection (a) may not 

intentionally target a United States 

person reasonably believed to be lo-

cated outside the United States”.  

This provision is often used for cloud 

computing and gives United States law 

enforcement agencies a broad scope 

of action. They may collect and access 

information and data of non-United 

States persons without having to make 

a request to the foreign government. 

The FISA Act is a clear affirmation of 

the extraterritoriality of the United 

States legislation.  

It must also be underlined that for 

United States persons’ communica-

tions to be targeted, there needs to be 

some level of suspected involvement 

in criminal activity whereas this is not 

the case for non-United States per-

sons.  

Furthermore, the Act has codified the 

“abouts” practices under 50 U.S. Code 

§ 1881a (m) (4). “Abouts communica-

tions” are communications that con-

tain a reference to, but are not to or 

from, a target. Entities thus legally 

have access to information and data 

concerning United States persons. As 

Snowden revealed, these practices are 

not new. This section expands and re-

inforces the United States’ access to 

data abroad and within its borders.  

 

What are the drawbacks?  

The FISA Act has sparked much con-

troversy. Several civil liberties organi-

zations, and namely the American Civil 

Liberties Union, have argued that the 

use of Section 702 is unconstitutional. 

They namely invoke the important 

number of Americans whose commu-

nications have been collected without 

4th Amendment guarantees.  

Under the 4th Amendment, a warrant 

must be specific. This implies that it 

must be based on probable cause – 

supported by Oath or affirmation - or 

particularly describe the place to be 

searched or the persons or thing to be 

seized. This is not the case under Sec-

tion 702 and it seems to directly vio-

late United States persons’ rights.  

Regarding non-United States persons, 

questions may be raised regarding 

their expectation of privacy and the 

protection of their personal data. In-

deed, systematic surveillance under 

the FISA Act would go against the prin-

ciples of the GDPR.  

Furthermore, FISA orders imply data 

transfers. The later  are only be al-

lowed in specific instances under the 

GDPR (Articles 44 to 50 of the GDPR). 

The FISA orders don’t seem to fall un-

der any category.  

More specifically under Article 48 

states that “any judgment of a court or 

tribunal and any decision of an admin-

istrative authority of a third country 

requiring a controller or processor to 

transfer or disclose personal data may 

https://www.law.cornell.edu/uscode/text/50/1881a
https://www.law.cornell.edu/uscode/text/50/1881a
https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded#section/2
https://www.aclu.org/letter/aclu-letter-record-house-judiciary-committee-hearing-section-702-foreign-intelligence
https://www.aclu.org/letter/aclu-letter-record-house-judiciary-committee-hearing-section-702-foreign-intelligence
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=FR
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only be recognized or enforceable in 

any manner if based on an interna-

tional agreement, such as a mutual 

legal assistance treaty, in force be-

tween the requesting third country 

and the Union or a Member State”. No 

international agreement was negotiat-

ed before the extension of Section 702 

of the FISA Act and the European Un-

ion wasn’t consulted beforehand. It 

remains to be seen if actions will be 

taken in practice.  
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Sheet 5 - The USA Freedom Act 

What is it?  

The Uniting and Strengthening Ameri-

ca by Providing Appropriate Tools Re-

quired to Intercept and Obstruct Ter-

rorism Act (USA PATRIOT Act) was im-

plemented in 2001 shortly after the 

September 11, 2001 terrorist attacks. 

As shown in the title, its aim was to 

prevent and fight against terrorism. 

For this purpose, it amended the FISA 

Act namely to expand surveillance to 

individuals not directly linked to ter-

rorist groups. The Act also covered a 

broad range of subjects other than 

surveillance such as border security, 

detention of immigrants or funding for 

counter-terrorism. The USA PATRIOT 

Act sparked controversy and was set 

to expire in 2015.  

The Uniting and Strengthening Ameri-

ca by Fulfilling Rights and Ending 

Eavesdropping, Dragnet-collection and 

Online Monitoring Act (USA FREEDOM 

Act) was enacted in 2015 to extent the 

USA PATRIOT Act’s provision, in whole 

or in part, until 2019. It however intro-

duces several changes such as 

strengthened scrutiny on the Govern-

ment or United States law enforce-

ment agencies (ex: Federal Bureau of 

Investigation, National Security Agen-

cy, etc.) and transparency. The modifi-

cations are, in part, a result from 

Snowden’s revelations regarding the 

National Security Agency (NSA)’s col-

lection of information and data in 

2013.  

 

What’s its purpose? 

The USA FREEDOM Act aims at estab-

lishing a more stringent framework for 

surveillance of United States and non-

United States persons as well as the 

collection of information and data 

namely under the FISA Act. It further 

seeks to establish adequate and relia-

ble safeguards.  

 

What are the key points? 

Under the USA PATRIOT Act, law en-

forcement agencies could collect busi-

ness records and other data on the 

condition that the data was “relevant” 

to national security. The USA FREE-

DOM Act changes this standard. Law 

enforcement agencies’ applications for 

said data must now include a “specific 

term” which is defined as “ a term that 

specifically identifies an individual, ac-

count, or personal device” (50 U.S. 

Code § 1861(k)(4)(B)). The agency must 

also show that the entity or person – 

whose data is sought - is associated 

with a foreign power or terrorist 

group. The new standard seeks to limit 

the agencies’ power and the extraterri-

toriality of legislations. It must be un-

derlined that the agencies can request 

the information and data of United 

States persons and non-United States 

persons.  

The replacement of “relevant” with 

“specific term” also puts an end to bulk 

collection. The latter can be defined as 

a large-scale collection (ex: State, zip 

https://www.congress.gov/bill/107th-congress/house-bill/3162?q=%7B%22search%22%3A%5B%22Uniting+and+Strengthening+America+by+Providing+Appropriate+Tools+Required+to+Intercept+and+Obstruct+Terrorism+Act%22%5D%7D&r=11
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://www.congress.gov/bill/114th-congress/house-bill/2048?q=%7B%22search%22%3A%5B%22USA+FREEDOM%22%5D%7D&r=1
https://www.congress.gov/bill/114th-congress/house-bill/2048?q=%7B%22search%22%3A%5B%22USA+FREEDOM%22%5D%7D&r=1
https://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order
https://www.law.cornell.edu/uscode/text/50/1861
https://www.law.cornell.edu/uscode/text/50/1861


 20 

code, Internet domain, etc.). The prohi-

bition of bulk collection is clearly stat-

ed in Sections 103, 201 and 501 of the 

USA FREEDOM ACT. It is prohibited for 

tangible things, such as business rec-

ords, pen registers and trap and trace 

devices and National Security Letters 

(NSLs). To the extent that European 

citizens may participate in calls or elec-

tronic communications with United 

States persons, they benefit from this 

new rule. Unless the law enforcement 

agency specifically identifies the non-

United States person or another spe-

cific selection term referring to the lat-

ter is determined, the non-United 

States person’s data cannot be collect-

ed.  

Another important change concerns 

NSLs. They are administrative orders 

that are sent to compel the recipients 

to provide information to federal in-

vestigators. The USA FREEDOM Act still 

holds the principle of non-disclosure 

for recipients of the letters. As such, 

they are prohibited from saying that 

they were compelled to provide infor-

mation to federal investigators. The 

USA FREEDOM Act nonetheless intro-

duces certain exceptions under 18 U.S. 

Code § 2709 (c) (2) (ex: the disclosure 

is made to an attorney to obtain legal 

advice or assistance regarding the law 

enforcement agency’s request). NSLs 

can also be challenged immediately 

whereas, under the USA PATRIOT Act, 

a person had to wait a year.  

 

What are the drawbacks?  

Despite the protective steps taken by 

the USA FREEDOM Act, it does not re-

form the surveillance authority of Sec-

tion 702 of the FISA Act. United States 

law enforcement agencies thus still 

have a broad scope of action and may 

collect and access information and da-

ta of non-United States persons with-

out having to make a request to the 

foreign government.  

Furthermore, it does not take into con-

sideration the principles or require-

ments of the GDPR if a non-United 

States person is a European citizen. 

The latter has reinforced rights namely 

regarding information. If a provider 

cannot disclose the request of a Unit-

ed States law enforcement agency re-

garding the information of a European 

data subject, there is a potential viola-

tion of the European data subject’s 

rights. How is the provider to manage? 

Which law should it apply? And what 

remedy does the non-United States 

data subject have?  

 

 

 

 

https://www.congress.gov/bill/114th-congress/house-bill/2048/text?q=%7B%22search%22%3A%5B%22USA+FREEDOM%22%5D%7D&r=1
https://www.congress.gov/bill/114th-congress/house-bill/2048/text?q=%7B%22search%22%3A%5B%22USA+FREEDOM%22%5D%7D&r=1
https://www.law.cornell.edu/uscode/text/18/2709
https://www.law.cornell.edu/uscode/text/18/2709
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
https://legcounsel.house.gov/Comps/Foreign%20Intelligence%20Surveillance%20Act%20Of%201978.pdf
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Sheet 6 - The Data Protection and Privacy 
Agreement (Umbrella Agreement)  

What is it?  

Negotiations regarding the Agreement 

between the United States and the EU 

on the protection of personal infor-

mation relating to the prevention, in-

vestigation, detection, and prosecution 

of criminal offenses (Umbrella Agree-

ment) began in March 2011.  

The Agreement was finally signed in 

June 2016, according to the European 

Commission’s press release and it was 

published in the Official Journal of the 

EU on December 10th, 2016. It entered 

into force on 1 February 2017. 

In a few words, the Umbrella Agree-

ment was adopted to facilitate the 

sharing of personal data between the 

EU or one of its Member States and 

the United States in relation to the 

prevention, investigation, detection or 

prosecution of criminal offenses, in-

cluding terrorism. 

 

What’s its purpose? 

The Umbrella Agreement aims et es-

tablishing a lasting legal framework to 

facilitate the exchange of information, 

which is critical to prevent, investigate, 

detect and prosecute criminal offens-

es, including terrorism. It furthermore 

sets an elevated level for the protec-

tion of personal data of European citi-

zens.  

 

 

What are the key points? 

It is important to note that the Um-

brella Agreement covers all personal 

data (ex: names, addresses, criminal 

records, social security numbers, etc.) 

and exclusively personal data trans-

fers between the Competent Authori-

ties of the United States and the EU for 

judicial cooperation.  

Indeed, the purpose of the transfer, 

use and re-use of such data is limited 

solely to the prevention, investigation, 

detection and prosecution of criminal 

offences, including terrorism (Articles 

1 and 6 of the Agreement).  

The Competent Authorities are de-

fined in Article 2 (5) of the Umbrella 

Agreement as “national law enforce-

ment authorities responsible for the 

prevention, investigation, detection or 

prosecution of criminal offenses, in-

cluding terrorism”. The scope of the 

Agreement is thus quite broad while 

remaining limited to a specific purpose 

or use of said data: the prevention of 

crime.  

For further transfers, the Competent 

Authority originally sending the infor-

mation must consent to the transfer to 

a third party (Article 7 of the Umbrella 

Agreement). This ensures better secu-

rity and visibility. It should also be not-

ed that quality requirements for the 

data transferred are set out in the 

Agreement. 

Regarding security, Article 9 of the 

Umbrella Agreement states that the 

https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
http://europa.eu/rapid/press-release_MEMO-11-203_en.htm?locale=fr
http://europa.eu/rapid/press-release_MEMO-16-4183_en.htm
https://eur-lex.europa.eu/legal-content/FR/TXT/PDF/?uri=OJ:L:2016:336:FULL&from=FR
http://europa.eu/rapid/press-release_MEMO-16-4183_en.htm?locale=en
http://europa.eu/rapid/press-release_MEMO-16-4183_en.htm?locale=en
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
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United States and the EU “shall ensure 

that they have in place appropriate 

technical, security and organizational 

arrangements for the protection of 

personal information”. The risks 

against which the personal data must 

be ensured are destruction, loss, un-

authorized disclosure, alteration, ac-

cess or other processing. The notifica-

tion of security incidents must moreo-

ver be organised between the parties.  

For European citizens, the Umbrella 

Agreement holds two significant 

rights: the right of access to their data 

and a right to rectify data that are in-

accurate or processed in an improper 

manner. Furthermore, European citi-

zens will benefit from equal treatment. 

Indeed, under the Judicial Redress Act 

of 2015, European data subjects may 

exercise administrative or judicial rem-

edies in the United States when the 

United States authorities have denied 

them access or rectification, or have 

unlawfully disclosed their personal da-

ta. 

The Umbrella Agreement clearly states 

that it “supplements” but does not re-

place provisions regarding the protec-

tion of personal data in international 

Agreements between the United 

States and the EU (Article 5 of the Um-

brella Agreement).  

 

What are the drawbacks?  

Despite the advancements of the Um-

brella Agreement, the rights to remedy 

of European citizens are quite limited. 

It only sets up two rights for violations 

of the United States Privacy Act of 

1974. What about all the other rights 

provided for in the GDPR such as the 

right to erasure or to restriction?  

What about misuses of the personal 

data by Federal agencies in the United 

States?  

Moreover, the security requirements 

remain vague. What measures should 

be implemented? Will they be regular-

ly reviewed or audited? How can one 

be sure that the security measures are 

equivalent to those required by the 

GDPR? 

 

 

 

 

 

https://www.congress.gov/bill/114th-congress/house-bill/1428
https://www.congress.gov/bill/114th-congress/house-bill/1428
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/06/ST_8557_2016_INIT_EN.pdf
https://www.justice.gov/opcl/privacy-act-1974
https://www.justice.gov/opcl/privacy-act-1974
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Sheet 7 - The Hague 
Convention of 1970 

What is it?  

The Hague Convention on the Taking 

of Evidence Abroad in Civil or Com-

mercial Matters or Evidence Conven-

tion was concluded on March 18th, 

1970. It now has 61 Contracting Par-

ties which include most Member 

States of the EU. In a few words, the 

Convention seeks to harmonize the 

competing interests of the Contracting 

Parties in the context of evidence 

cross-border legal proceedings. 

 

What’s its purpose? 

The Evidence Convention aims at es-

tablishing methods of co-operation for 

the taking of evidence abroad in civil 

or commercial matters. It has set up 

two methods which we will discuss be-

low: Letters of request and diplomatic 

or consular agents and commission-

ers. The purpose of these methods is 

to simplify the obtention of evidence 

on an international level and namely 

adapt evidence procedures to both 

civil and common law systems. 

The Convention further provides for a 

specific pre-trial discovery rule. Discov-

ery is a process specific to common 

law countries. Although discovery pro-

cedures also exist in civil law systems, 

it does not play such a crucial role. In 

common law countries, it is up to the 

parties to engage in discovery and the 

judge will weigh the evidence present-

ed whereas in civil law countries, the 

judge will investigate the facts of the 

case and make her own discovery. In 

civil law countries, discovery is within 

the judge’s tasks. The pre-trial discov-

ery rule provides for effective means 

of overcoming the differences be-

tween civil law and common law sys-

tems regarding the taking of evidence. 

 

What are the key points? 

As the term implies, Letters of re-

quests are requests from one Con-

tracting Party to another to obtain evi-

dence or to perform some other judi-

cial act. However, the request must be 

for evidence which is “intended for use 

in judicial proceedings, commenced or 

contemplated” (Article 1 of the Evi-

dence Convention). Evidence can only 

be asked if it is related to a case to be 

brought in front of a court or the ap-

propriate authority.  

The Letter must specify certain ele-

ments such as the names and ad-

dresses of the parties to the proceed-

ings and their representatives (if any), 

the evidence to be obtained or other 

judicial act to be performed and docu-

ments or other property (real or per-

sonal) to be inspected (Article 3 of the 

Evidence Convention). A model Letter 

of request is available for Contracting 

Parties.  

Regarding diplomatic officers or con-

sular agents, they may take evidence 

(ex: testimony, documents, etc.) in an-

other Contracting Party than the one 

they are from. However, the taking of 

said evidence may be subject to the 

https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/status-table/?cid=82
https://www.hcch.net/en/instruments/conventions/status-table/?cid=82
https://www.law.cornell.edu/wex/discovery
https://www.law.cornell.edu/wex/discovery
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/publications-and-studies/details4/?pid=3309
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prior permission of the appropriate 

authority of the State in which the evi-

dence is to be taken (Article 15 of the 

Evidence Convention). States are free 

to exclude this option or whole or in 

part (Article 33 of the Evidence Con-

vention). In practice, it is crucial to 

check whether a State has made a 

declaration on this option.  

Finally, Article 23 of the Evidence Con-

vention governs the obtention of pre-

trial discovery documents. The pre-

trial discovery covers requests for evi-

dence submitted after the filing of a 

claim but before the final hearing on 

the merits.   

The Article states that “a Contracting 

State may at the time of signature, rat-

ification or accession, declare that it 

will not execute Letters of Request is-

sued for the purpose of obtaining pre-

trial discovery of documents as known 

in Common Law countries”. The Unit-

ed States has clearly opted for this res-

ervation. In turn, this leads to the Unit-

ed States Supreme Court forsaking the 

Evidence Convention. Indeed, as early 

as 1978, it held that the Hague Con-

vention was merely an option. The 

non-application of this Convention 

therefore leads to a pre-eminence of 

the discovery procedure. However, 

failure to provide evidence, whether 

tangible or intangible, can have a very 

negative impact on the party that re-

fuses to provide it (ex: unfavorable 

judgment, loss of market due to a ban 

on any activity in the territory con-

cerned, financial penalties, etc.).  

The United States therefore easily im-

poses its rules, procedures and laws 

and it is not surprising that the EU and 

its Member States have taken protec-

tive measures namely regarding per-

sonal data protection and trade se-

crets.  

 

What are the drawbacks?  

In addition to the Contracting States 

taking advantage of certain rules or 

exceptions to impose their national 

legislation, the Evidence Convention 

leaves quite a degree of latitude to the 

Contracting States. Although this re-

spects State sovereignty it also leads 

to a “patchwork” of rules regarding the 

Evidence Convention. States must pay 

particular attention to what other sig-

natories do and which rules they im-

plement.  

Furthermore, in 2013, several Con-

tracting States underlined that the evi-

dence procedures were sluggish, that 

they did not always get responses to 

their Letters and that certain Letters 

did not hold enough information for 

the judge to assess the request. There-

fore, the procedures seem to backfire 

against their intention to simplify and 

facilitate international evidence obten-

tion.  

https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://assets.hcch.net/docs/ec1fc148-c2b1-49dc-ba2f-65f45cb2b2d3.pdf
https://assets.hcch.net/docs/ec1fc148-c2b1-49dc-ba2f-65f45cb2b2d3.pdf
https://supreme.justia.com/cases/federal/us/482/522/case.html
https://assets.hcch.net/docs/2bdf80df-bde5-48c9-935f-55e82db4bc1c.pdf
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Sheet 8 - Blocking Statute 

 What is it?  

Certain Member States of the Europe-

an Union, such as France, have adopt-

ed “blocking statutes” to protect them-

selves against the abusive application 

of foreign legislations allowing the 

communication of documents within 

the framework of Discovery. Implicitly, 

blocking statutes are protections 

against the extraterritorial laws. This is 

namely the case of the Hague Conven-

tion regarding evidence. 

In France, Act n° 80-538 of 16 July 1980 

on the communication of documents 

and information of an economic, com-

mercial or technical nature to foreign 

natural or legal persons, and amend-

ing Act n°68-678 of 26 July 1968, estab-

lishes a blocking framework. 

 

What’s its purpose? 

As previously stated, blocking statutes 

aim at protecting national interests 

and namely strategic information held 

by companies. In France, Act n°68-678 

protects the communication of docu-

ments and information of an econom-

ic, commercial, industrial, financial or 

technical nature to foreign natural or 

legal persons.  

 

What are the key points? 

The French Act states in Article 1 that 

no natural or legal French person “may 

communicate in writing, orally or in 

any other form, anywhere, to foreign 

public authorities, documents or infor-

mation of an economic, commercial, 

industrial, financial or technical nature, 

the communication of which is likely to 

prejudice the sovereignty, security, es-

sential economic interests of France or 

public order, specified by the adminis-

trative authority where necessary”. It 

continues to limit what information 

may be provided in Article 1 bis:  “no 

person shall request, seek or com-

municate, in writing, orally or in any 

other form, any document or infor-

mation of an economic, commercial, 

industrial, financial or technical nature 

for the purpose of obtaining evidence 

in or in connection with foreign judicial 

or administrative proceedings”.  

The Act therefore seem to preclude 

any Discovery process. However, this 

is not the case. Both Articles hold an 

important exception regarding inter-

national treaties or agreements. Docu-

ments or information, regardless of 

their nature, can be communicated if 

the process is provided for in an inter-

national treaty or instrument (ex: the 

Hague Convention on the Taking of 

Evidence Abroad in Civil or Commer-

cial Matters, the Privacy Shield, etc.). 

This exception thus enables France to 

control and regulate Discovery pro-

cesses.  

Finally, Article 2 imposes the obligation 

to inform the competent Minister 

without delay when a person receives 

any request concerning the communi-

cations described above. The negotia-

tion becomes political. 

https://www.legifrance.gouv.fr/jo_pdf.do?id=JORFTEXT000000515863
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000501326&categorieLien=cid
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000501326&categorieLien=cid
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000501326&categorieLien=cid
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.hcch.net/en/instruments/conventions/full-text/?cid=82
https://www.privacyshield.gov/welcome
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000501326&categorieLien=cid
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What are the drawbacks?  

The Act has seldom been used and 

seems outdated. Although companies 

may still be using it, one the most re-

cent decisions dates back to Decem-

ber 2007 (Cass. Criminal division,12th 

of December 2007, n°07-83.228). In 

this case, a French lawyer had been 

asked by an American lawyer to obtain 

information on the manner in which 

decisions were taken within the board 

of directors of a French company. He 

wished to transmit them to his Ameri-

can colleague in order to be able to 

include them within the framework of 

a pending procedure in the United 

States. He was then found guilty of 

wanting to transmit economic infor-

mation and sentenced to a €10,000 

fine.  

In addition to modernization, the Act 

also seems to call for clarification (ex: 

specify the competent administrative 

authority and the procedures for re-

ferral to it, better define the objective 

sought by the law, i.e. the protection 

of the fundamental interests of the 

Nation, etc.). 

https://www.legifrance.gouv.fr/affichJuriJudi.do?idTexte=JURITEXT000017837490
https://www.legifrance.gouv.fr/affichJuriJudi.do?idTexte=JURITEXT000017837490
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Sheet 9 - The Trade Secret Directive 

What is it?  

Directive n°2016/943 of the European 
Parliament and of the Council of June 
8th, 2016 on the protection of undis-
closed know-how and business infor-
mation (trade secrets) against their 
unlawful acquisition, use and disclo-
sure came into force on June 9th, 2018 
in the EU.  

It must be underlined that the Trade 
Secret Directive is currently being im-
plemented by several Member States. 
For example, a bill on the protection of 
trade secrets was recently adopted in 
France. It is now being examined  by 
the Constitutional Council on request 
of the Senate.  

 

What’s its purpose? 

The Directive sets a common and uni-

fied definition of trade secrets in ac-

cordance with existing internationally 

binding standards. Thus, companies 

will benefit from a common legal 

framework throughout the Internal 

Market which will secure and help de-

velop their businesses. 

Furthermore, the Directive defines the 

relevant forms of misappropriation 

and harmonises the civil means 

through which victims of trade secret 

misappropriation can seek protection. 

Companies, researches, inventors and 

so forth will know how to best protect 

their trade secrets, the legally prohibit-

ed actions and the remedies they can 

seek. The Trade Secrets Directive ben-

efits all actors throughout the Internal 

Market. 

 

What are the key points? 

One of the crucial elements of the 
Trade Secret Directive is the definition 
of “trade secrets” under Article 2. The 
latter sets out the requirements the 
information must meet to be consid-
ered as a trade secret:  

▪ It is secret in the sense that it is 

not, as a body or in the precise 

configuration and assembly of 

its components, generally 

known among or readily acces-

sible to persons within the cir-

cles that normally deal with the 

kind of information in question; 

▪ It has commercial value be-

cause it is secret; 

▪ It has been subjects to reasona-

ble steps under the circum-

stances, by the person lawfully 

in control of the information, to 

keep it secret. 

This definition is similar to that of Sec-

tion 1, 4° of the Uniform Trade Secret 

Act (UTSA) in the United States which 

applies at a State level and to the Fed-

eral Cohen Act (1996). An international 

harmonisation is thus sought by the 

EU. It remains to be seen how Member 

States will implement the Directive in-

to their national laws.   

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
http://www.senat.fr/petite-loi-ameli/2017-2018/506.html
http://www.senat.fr/petite-loi-ameli/2017-2018/506.html
http://www.conseil-constitutionnel.fr/conseil-constitutionnel/francais/actualites/2018/saisine-dc-du-27-juin-2018-%5bloi-relative-a-la-protection-du-secret-des-affaires%5d.151613.html
http://www.conseil-constitutionnel.fr/conseil-constitutionnel/francais/actualites/2018/saisine-dc-du-27-juin-2018-%5bloi-relative-a-la-protection-du-secret-des-affaires%5d.151613.html
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://docs.google.com/viewer?url=http://euro.ecom.cmu.edu/program/law/08-732/TradeSecrets/utsa.pdf
https://docs.google.com/viewer?url=http://euro.ecom.cmu.edu/program/law/08-732/TradeSecrets/utsa.pdf
https://docs.google.com/viewer?url=http://euro.ecom.cmu.edu/program/law/08-732/TradeSecrets/utsa.pdf
https://www.law.cornell.edu/uscode/text/18/1831
https://www.law.cornell.edu/uscode/text/18/1831
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The Trade Secret Directive aims at pro-

tecting trade secrets by defining both 

lawful and unlawful acquisition, use 

and disclosure of trade secrets. For 

example, will be considered lawful a 

trade secret obtained by independent 

discovery or creation (Article 3 of the 

Trade Secrets Directive) whereas the 

disclosure of a trade secret in breach 

of a confidentiality agreement or of 

any other duty not to disclose the 

trade secret will be considered unlaw-

ful (Article 4 of the Trade Secrets Di-

rective). These measures are once 

again very similar to those across the 

Atlantic. 

It must be underlined that the civil 

remedies and/or protective measures 

offered by the Trade Secret Directive 

have a broad scope. They namely in-

clude the prohibition of the produc-

tion, offering, placing on the market or 

use of infringing goods or the importa-

tion, export or storage of infringing 

goods for those purposes (Article 10 of 

the Trade Secrets Directive), damages 

and recurring penalty payments  

(Articles 14 and 16 of the Trade Se-

crets Directive). There appears to be a 

clear deterrent effect.  

In light of our comparison with the 

United States, the Defend Trade Se-

crets Act (2016), amending the Cohen 

Act, created a federal civil cause of ac-

tion for trade secret misappropriation. 

This implies that both criminal and civ-

il action can be brought on a federal 

level. However, the Trade Secret Di-

rective does not cover criminal actions 

in the EU. It will up to the Member 

States to determine conditions for 

such actions.  

 

What are the drawbacks? 

The impacts of the Trade Secret Di-
rective are unclear. Member States are 
still in the process of implementing it 
and will most likely make several ad-
justments. Furthermore, let us recall 
that Directives under EU law must be 
implemented whereas Regulations are 
directly applicable. This implies a po-
tential patchwork of legislations in the 
EU regarding the protection of trade 
secrets regarding the remedies availa-
ble (ex: different conditions, different 
judges, etc.).  

This uncertainty also leads to ponder 
on the way in which the Cloud Act and 
the Trade Secret Directive will interlay. 
If the United States Government re-
quests the disclosure of information 
considered as a trade secret, will the 
provider be compelled to comply? Can 
the provider argue that disclosure 
would violate the EU legislation on 
trade secret protection?  

What about the Member States’ legis-
lation? For example, the French bill on 
the protection of trade secrets inserts 
a new article in the Code of Commerce 
regarding the disclosure of trade se-
crets on an international level. In a few 
words, if the disclosure, use or obten-
tion of trade secrets is required or au-
thorised by EU law, international trea-
ties or agreements in force or national 
law, trade secrets will not be enforcea-

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L0943&from=FR
https://www.congress.gov/bill/114th-congress/senate-bill/1890/text
https://www.congress.gov/bill/114th-congress/senate-bill/1890/text
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ble. This implies that the information 
will be disclosed. How will this work 
out in the absence of international 
treaties or agreements? If France or 
the EU does not have an executive 
agreement under the Cloud Act with 
the United States will the EU party be 
able to enforce the rule of trade secret 
protection?  
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Sheet 10 - What issues must be consi-
dered during (e)Discovery ? 

As previously said in this White paper, 

Discovery is an important process in 

common law countries. It is a crucial 

stage of any legal action or proceed-

ings during which the parties gather 

pertinent facts or documents. In our 

digital word, a new form of discovery 

emerged: electronic discovery, called 

eDiscovery. It is the discovery of elec-

tronic information in litigation.  

The term “electronic information” has 

a broad scope including any infor-

mation stored on electronic media (ex: 

computers, email and other servers, 

memory sticks / flash drives, CDs, 

DVDs, backup tapes, cell phones, etc.).  

Mathias Avocats has drawn an over-

view of the issues which must be con-

sidered when subject to a Discovery, 

namely eDiscovery, request.  

 

� Is there a specific protocol or poli-
cy within your entity regarding (e)
Discovery requests? 

 

� Is a register or document kept for 
the information or data received 
and/or requested? Does it hold 
the crucial information regarding 
the information or data (ex: name 
of the requesting party and of the 
person whose information or data 
is requested, form of the docu-
ment sent, etc.)?   

 

� Do you have the obligation to pro-
duce the data or information re-

quested by the other party? Are 
there any recourses available to 
avoid the disclosure and/or trans-
fer of the data or information re-
quested?  

 

� What type of information or data 
is requested? Is it sensitive? Does 
it concern clients, third-parties, 
your personnel or company?  

 

� Under what format must the data 
or information requested be 
transferred (ex: paper, PDF, MSG, 
rendered HTML, etc.)?  

 

� Have security measures been im-
plemented upon receipt or send-
ing of the information or data?  

 

� Does the (e)Discovery request go 
against the rules of confidentiali-
ty? If this is the case, how will your 
entity deal with the request? 

 

� In what geographic location and 
on which computers or devices is 
the information or data stored?  

 

� Who will review the information or 
data? The other party or a third-
party? Where is either estab-
lished?  
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� Are there any international agree-
ments or laws applicable to the 
(e)Discovery request? If not, 
which national law will apply?  

 

� What are the specific rules for da-
ta transfers in your country? 
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Sheet 11 - What to check before entering 
into cloud computing agreements ? 

Cloud computing can be defined as a 

method for delivering Information 

Technology (IT) services in which re-

sources are retrieved from the Inter-

net through web-based tools and ap-

plications, as opposed to a direct con-

nection to a server. For example, in-

stead of saving your files on a USB key, 

the files can be kept in a remote data-

base (i.e. the cloud). Several types of 

cloud computing exist. However, the 

idea remains the same: the creation or 

transfer of data in a remote database.   

Cloud computing has become a cus-

tomary practice in companies consid-

ering the flexibility it offers. Entities 

can centralize their data, services and 

applications while being able to access 

them from everywhere and at any 

time. 

Mathias Avocats has outlined several 

key points to consider before entering 

into or drafting a cloud computing 

agreement.  

 

� What type of cloud have you cho-
sen? Is it private, public or hybrid?  

 

� Are the cloud computing services 
offered by one or several compa-
nies? Does the cloud provider use 
its own infrastructure, or does it 
use cloud-based services provided 
by third-parties?  

 

� If there is a third-party, where is it 
established? Can data transfers be 

lawfully made to the third-party’s 
country? What are the obligations 
of said third-party?  

 

� How will the cloud provider han-
dle, control and process the data? 
Who will be in charge of these 
tasks? 

 

� Does the cloud provider have ac-
cess to your or the client’s person-
al data? Can the cloud provider 
use said data?  

 

� What kind of personal data is con-
cerned by the cloud computing 
agreement? It is important to keep 
in mind that sensitive data re-
quires specific measures. They 
may also be subject to sector spe-
cific legislation.  

 

� What security measures have been 
taken (ex: encryption, pseudony-
misation, firewalls, passwords, no-
tification of security incidents, 
backups, etc.)?  

 

� Have measures been taken to en-
sure the privacy and confidentiality 
of the data? Which party must im-
plement these measures?  

 

� What are the conditions for sup-
port? When will the cloud provider 
be available? Can the cloud provid-

https://www.investopedia.com/terms/c/cloud-computing.asp
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er provide quick and efficient solu-
tions? 

 

� Does the cloud provider have a Pri-
vacy and Confidentiality agree-
ment or policy? Does it comply 
with the applicable legislation in 
your country?  

 

� Where will the data be stored? 
What is the applicable legislation 
or regulation? Which judge is com-
petent?  

 

� Are audits of the cloud computing 
agreement provided for? Will they 
happen regularly?  

 

� Are the parties’ liabilities clearly 
defined? Is there a cap?  

 

� Under which conditions can the 
parties terminate the agreement?  

 

� Upon termination of the cloud 
computing agreement, what hap-
pens to the personal data? Will you 
be responsible for retrieving your 
data or will it fall on the cloud pro-
vider? What happens if data has 
been lost or destroyed?  
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Sheet 12 - What are BCRs ? How can they 
be used for data transfers ? 

Binding Corporate Rules (BCRs) are 

defined under Article 4 (20) of the 

GDPR as “personal data protection 

policies which are adhered to by a 

controller or processor established on 

the territory of a Member State for 

transfers or a set of transfers of per-

sonal data to a controller or processor 

in one or more third countries within a 

group of undertakings, or group of en-

terprises engaged in a joint economic 

activity”. They are part of the types of 

transfers authorized under the Regula-

tion.  

It is important to note that BCRs must 

be binding and respected by all enti-

ties of the group, regardless of their 

country of establishment, as well as by 

all their employees. They offer an al-

ternative to standard contractual 

clauses and to transfers under the Pri-

vacy Shield. However, BCRs do not 

cover personal data transfers outside 

a corporate group. They have a limited 

scope.  

Mathias Avocats has analysed the re-

quirements for BCRs and gives guid-

ance regarding their drafting.  

 

What are their minimum require-

ments?  

The drafting of BCRs is regulated. In-

deed, the entity must seek approval of 

the competent supervisory authority 

for its BCRs in accordance with the 

consistency mechanism set out in Arti-

cle 63 without requiring any specific 

authorisation from a supervisory au-

thority (Article 46 (2) (b) of the GDPR). 

In practice, the competent supervisory 

authority will most likely be the lead 

supervisory authority.  

It must respect the minimum require-

ments set out in Article 47 of the 

GDPR. Under the latter, BCRs must 

specify:  

▪ The structure and contact de-
tails of the group of undertak-
ings, or group of enterprises 
engaged in a joint economic 
activity and of each of its mem-
bers; 

▪ The data transfers or set of 
transfers, including the catego-
ries of personal data, the type 
of processing and its purposes, 
the type of data subjects affect-
ed and the identification of the 
third country or countries in 
question; 

▪ Their legally binding nature, 
both internally and externally; 

▪ The application of the general 
data protection principles (ex: 
purpose limitation, data mini-
misation, limited storage peri-
ods, etc.); 

▪ The rights of data subjects in 
regard to processing and the 
means to exercise those rights;  

▪ The acceptance by the control-
ler or processor established on 
the territory of a Member State 
of liability for any breaches of 
the binding corporate rules by 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG&toc=OJ%3AL%3A2016%3A207%3AFULL
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG&toc=OJ%3AL%3A2016%3A207%3AFULL
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
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any member concerned not 
established in the Union; 

▪ How the information on the 
BCRs are provided to the data 
subjects;  

▪ The tasks of any DPO or any 
other person or entity in charge 
of the monitoring compliance 
with the binding corporate 
rules within the group;  

▪ The complaint procedures; 

▪ The mechanisms within the 
group for ensuring the verifica-
tion of compliance with the 
binding corporate rules (ex: da-
ta protection audits, correction 
procedures, etc.);  

▪ The mechanisms for reporting 
and recording changes to the 
rules and reporting those 
changes to the supervisory au-
thority; 

▪ The cooperation mechanism 
with the supervisory authority 
to ensure compliance by any 
member of the group 

▪ The mechanisms for reporting 
to the competent supervisory 
authority any legal require-
ments to which a member of 
the group is subject in a third 
country which are likely to have 
a substantial adverse effect on 
the guarantees provided by the 
binding corporate rules; and  

▪ The appropriate data protec-
tion training to personnel hav-

ing permanent or regular ac-
cess to personal data.  

In a few words, BCRs must hold all rel-

evant information to the transfers. Alt-

hough the list may seem lengthy to 

entities, BCRs offer several advantages 

such as enabling a group to establish a 

common data protection policy and 

not having to enter into a different 

contract for each transfer. They seem 

more efficient for large companies’ 

part of a group.  

It must be noted that two forms of 

BCRs are currently approved: BCRs 

between data controllers and BCRs 

between data controllers and proces-

sors.  

Although BCRs were available under 

the Directive 95/46/EC, the GDPR in-

troduces several changes which must 

be taken into account by data control-

lers or processors. One of the innova-

tions are the data subject’s right to 

lodge a complaint and right to infor-

mation. The data subject must be in-

formed of his or her rights in a clear, 

concise and transparent manner. In 

practice, the language used must not 

to overly technical or legal. Further-

more, under the principle of accounta-

bility, data controllers shall be respon-

sible for and able to demonstrate 

compliance with the BCRs.  

 

 

 

 

https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
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What issues to consider?  

Mathias Avocats has drafted a check-

list of the issues which must be con-

sidered when drafting BCRs:  

 

� What is your entity’s status under 
the GDPR? What about third-
parties the entity deals with?  

 

� Where are your headquarters lo-
cated? Where is each entity of your 
group established?  

 

� Are BCRs the right fit for your 
group? Can another international 
agreement be used? Are there any 
conflicting rules to the use of 
BCRs? 

 

� Do your BCRs have a legally bind-
ing effect internally between the 
members of the group and exter-
nally for data subjects who wish to 
exercise their rights? 

 

� Does your entity use BCRs drafted 
before the coming into force of the 
GDPR? Have they been amended 
to meet the new requirements?  

 

� Do your BCRs hold the minimum 
requirements set out in Article 47 
of the GDPR?  

 

� Has liability clearly been defined 
between your entity and the other 
entities of the group? With data 
processors?  

 

� Which entity will be responsible for 
answering any request or ques-
tions from data subjects or a su-
pervisory authority? 

 

� Are the BCRs easily accessible to 
data subjects?  

 

� Have the personnel been appropri-
ately trained regarding BCRs? 

 

� Who will perform the required au-
dits? The entities of the group or 
an external company? Has a proce-
dure been set up to transmit the 
audits to the appropriate entity 
within the group and person(s) su-
pervising its conformity?  

 

� How and when will the BCRs be up-
dated? How will each member be 
notified? 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=fr
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Sheet 13 - How to draft contractual clauses 
with a party established in the USA ? 

This White paper has underlined the 

significant issues which arise when 

dealing with a party established in the 

United States and, more generally, 

with the extraterritorial scope of the 

Unites States legislations. These issues 

must be kept in mind when drafting 

legal documents such as contracts. 

Furthermore, where personal data is 

concerned, parties must examine 

whether or not the GDPR is applicable, 

and, if it is, they must ensure that eve-

ry requirement is met.  

Mathias Avocats has drawn up a list of 

crucial elements to consider when 

drafting contractual clauses with part-

ners or parties established in the Unit-

ed States involving a transfer of per-

sonal data. 

 

� Does a written contract, or oth-
er legally binding written docu-
ment, set out the subject mat-
ter and duration of the agree-
ment between the parties?  

 

� Are the obligations and liabili-
ties of each party clearly de-
fined? This issue is all the more 
important considering that da-
ta processors are now held lia-
ble for their violations. 

 

� Do specific EU or United States 
legislations apply to the subject 
matter of the contract? Is there 
a conflict? Which law must be 
applied? 

� Where will the data be trans-
ferred? Is the country consid-
ered as providing adequate 
protection? If not, what guaran-
tees are provided?  

 

� Does the contract specify all 
the relevant information re-
garding the processing of the 
personal data transferred (ex: 
the type of data, the purpose of 
the processing, the period for 
which the data will be stored, 
the data subjects concerned, 
etc.)?  

 

� Does the party established in 
the United States present suffi-
cient guarantees that the re-
quirements of the GDPR will be 
met and the rights of data sub-
jects protected?  

 

� Are there third parties involved 
(ex: sub-processors, external 
security company, etc.)? Where 
are they established? What ob-
ligations are they under? 

 

� Are the personnel processing 
the personal data under a duty 
of confidentiality or secrecy?  

 

� What security measures have 
been taken? How is the confi-
dentiality of the data ensured?  
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� How are data subjects in-
formed of their rights? Is the 
information easily accessible? Is 
the information complete? 

  

� Are audits and inspections pro-
vided for? By whom will they be 
carried out? At what frequency 
will they be carried out? 

 

� In the event of a security 
breach, which party must notify 
the competent supervisory au-
thority? Has a procedure been 
implemented? Does it comply 
with the GDPR? Must the secu-
rity breach also be notified to 
an authority within the United 
States? 

 

� Has every step, procedure and 
action under the contract been 
adequately documented? Is this 
requirement of accountability 
provided for in the contract?  

 

� What terms have been drafting 
for the termination of the con-
tract? Will the data be restored 
or deleted? Has another option 
been provided for? 

 

� In the event of a legal action, 
which judge is competent? 
Which law shall apply?  
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About Mathias Avocats 

We are a law firm with a focus on organisations 

being changed by technology and the digital 

world.  

Our clients include some of the largest financial 

institutions, and leading technology companies. 

We also represent investment funds and startup 

companies, and over the years have supported 

many in their growth and development as lea-

ding industry players and household brands.  

You can subscribe to our Newsletter on the 
firm’s website:  

 

www.avocats-mathias.com 
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Do you have a question ?  
A team dedicated to achieve your ambitions will reply :  

 

01 43 80 02 01 

contact@avocats-mathias.com  

19, rue Vernier – 75017 – Paris 

Find our lawyers’ practical advice on Twitter : 

@GaranceMathias 


